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(54) Organism collation apparatus capable of randomly selecting type of organism information 
to be collated 



(57) An organism collation apparatus capable of 
randomly selecting type of organism information to be 
collated is disclosed. A plurality of types of organism 
information owned by one human being like fingerprint 
patterns of the ten fingers are registered in advance for 
the different types like the "thumb of the right hand" . 
One type is selected from among the plurality of types of 



registered organism information, and inputting of organ- 
ism information of the selected type is indicated to a 
person to be collated. In this condition, inputted organ- 
ism information is accepted, and the inputted organism 
information and the registered organism information of 
the selected type are collated with each other. 
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Description 

BACKGROUND OF THE INVENTION 

1 . Field of the Invention 

[0001] This invention relates to an organism collation 
method and apparatus utilized for confirmation of a per- 
son and so forth. 

2. Description of the Related Art 

[0002] Conventionally, various security systems which 
utilize organism information have been proposed. A fin- 
gerprint collation apparatus which is a representative 
one of such organism collation apparatus includes, for 
example, an information storage medium such as a 
RAM (Random Access Memory), a CCD (Charge Cou- 
pled Device), an information inputting device such as a 
camera, and an information processing apparatus such 
as a computer. 

[0003] In such a fingerprint collation apparatus as 
described above, a fingerprint pattern is registered as 
organism information of one human being in advance in 
the information storage medium, and the fingerprint pat- 
tern of a person to be collated is inputted by the informa- 
tion inputting device. Then, the inputted fingerprint 
pattern and the registered information pattern are col- 
lated with each other by the information processing 
apparatus, and if the two fingerprint patterns match 
each other, then it can be recognized that the person to 
be collated is the registered person. 
[0004] it is to be noted that, in addition to such a fin- 
gerprint collation apparatus which makes use of a fin- 
gerprint pattern as organism information as described 
above, a voiceprint collation apparatus which makes 
use of a voiceprint, an iris collation apparatus which 
makes use of an iris pattern and so forth are available 
as organism collation apparatus. Further, organism col- 
lation apparatus are divided into a person confirmation 
apparatus and a person identification apparatus. The 
person confirmation apparatus is an apparatus wherein 
organism information only of a particular one person is 
registered in advance and collation of organism infor- 
mation is performed to confirm and specify the person. 
Meanwhile, the person identification apparatus is an 
apparatus wherein organism information of a plurality of 
persons is registered in advance and collation of organ- 
ism information is performed not to specify a particular 
person, but to identify whether or not the particular per- 
son is included in the plurality of registered persons. 
[0005] Such organism collation apparatus as 
described above are used, for example, with a security 
system for limiting the human beings who can aocess a 
particular area. Organism information is owned by the 
person concerned together with the body, and is neither 
known to the others like a password nor stolen or copied 
like a key. Therefore, a security system which employs 



an organism collation apparatus is higher in security 
than the other security systems. 
[0006] However, actually it is not impossible to copy 
organism information, and it is possible to cause an 

5 organism collation apparatus to recognize copied infor- 
mation. For example, where the organism information is 
a fingerprint pattern, it is possible to produce a model of 
a finger of a registered person whose fingerprint is cop- 
red and cause an organism collation apparatus to rec- 

io ognize the finger. On the other hand, when the 
organism information is a voiceprint, it is possible to 
record the voice of a registered person and cause an 
organism collation apparatus to recognize the voice. 
[0007] in order to solve such a subject as described 

is above, a fingerprint collation apparatus disclosed in 
Japanese Patent Laid-Open No. 1758G5/1986 collates 
information of a plurality of particular fingers in a prede- 
termined order. Since the types and the order oi the fin- 
gers to be collated are recognized only by the person 

20 concerned, the security of the fingerprint collation appa- 
ratus is higher than a fingerprint collation apparatus 
which effects only collation of a fingerprint. 
[0008] However, with the fingerprint collation appara- 
tus of the document mentioned above, since the types 

25 and the order of a plurality of fingers to be collated are 
set fixedly, security is not increased by a very high 
degree. Further, collation of a plurality of fingerprints in 
the order as described above makes collation operation 
complicated and requires much time. 

30 [0009] In order to simplify the operation and reduce 
the collating operation time, the number of pieces of 
information to be collated should be reduced. However, 
this degrades the security. Besides, if the person con- 
cerned should forget the order of the fingers to be col- 

35 lated, then even the person concerned fails to cause the 
organism collation apparatus to recognize the person 
concerned. 

SUMMARY OF THE INVENTION 

40 

[0010] it is an object of the present invention to pro- 
vide an organism collation method and apparatus 
wherein the collating operation is simple and does not 
require much time and the security is high. 

45 [0011] In order to attain the object described above, 
an organism collation apparatus of the present invention 
registers a plurality of pieces of organism information, 
which is different among different human beings and 
unique to the individuals, for different types determined 

so in advance. Then, the organism collation apparatus 
selects at least one type at random from among the plu- 
rality of types of registered organism information, and 
indicates inputting of organism information of the 
selected type to a human being to be collated. Then, 

55 when organism information of the human being to be 
collated is inputted, the organism collation apparatus 
performs collation between the inputted organism infor- 
mation and the registered organism information in 
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accordance with the selected type. 
[0012] Accordingly, a person to be collated does not 
know the type of organism information to be collated till 
the point in time at which collation is performed. Conse- 
quently, an unrelated person who tries to mislead the 5 
organism collation apparatus to erroneous recognition 
must prepare a copy of all organism information in 
advance. However, since it is difficult to copy all the 
organism information of an unrelated person, the secu- 
rity in collation is increased. w 
[0013] Another organism collation apparatus of the 
present invention inputs and registers, when a plurality 
of pieces of organism information are to be registered in 
advance, the plurality of pieces of organism information 
in an order determined in advance. Accordingly, if a per- 75 
son to be collated inputs the plurality of pieces of indi- 
cated organism information in order into information 
inputting means, then the plurality of pieces of organism 
information inputted in this are collated by information 
collation means. Since the inputting of the plurality of 20 
pieces of organism information is executed in order, 
only one inputting device such as a CCD camera which 
forms the information inputting means is required. 
[0014] Another organism collation apparatus of the 
present invention inputs and registers, when a plurality 25 
of pieces of organism information are to be registered in 
advance, the plurality of pieces of organism information 
at one time. Accordingly, if a person to be collated inputs 
the plurality of pieces of indicated organism information 
at one time into information inputting means, then the 30 
plurality of pieces of organism information inputted at 
one time are collated by information collation means. 
Since the inputting of the plurality of pieces of organism 
information is executed at a time, the operation of input- 
ting organism information is simple and does not require 35 
time. 

[0015] The above and other objects, features and 
advantages of the present invention will become appar- 
ent from the following description with reference to the 
accompanying drawings which illustrate examples of 40 
the present invention. 

BRIEF DESCRIPTION OF THE DRAWINGS 



istration method by an organism collation appara- 
tus of a second embodiment of the present 
invention. 

DETAILED DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

(First Embodiment) 

[0017] Organism collation apparatus of the present 
embodiment comprises information processor 2 as 
shown in Fig. i. Sensor unit 4, input indicator 5 and 
information inputting unit 6 are connected to information 
processor 2 through I/O (Input/Output) port 3. 
[0018] Information processor 2 comprises, as shown 
in Fig. 2, information storage unit 7, registration proces- 
sor 8, information selector 9, information collator 10, 
changeover switch 11, on-off switch 12, and integrated 
controller 1 3. 

[0019] Registration processor 8 and information colla- 
tor 10 are connected to information inputting unit 6 
through changeover switch 1 1 . Also, information collator 
10 is connected to information selector 9 through on-off 
switch 12, which operates in an interlocking relationship 
with changeover switch 11. Information selector 9 is 
connected to input indicator 5. Integrated controller 13 
connected to components 7 to 12. as mentioned above, 
is also connected to sensor unit 4. 
[0020] Information storage unit 7 is formed from a 
reloadable information recording medium such as a 
RAM and stores organism information for different 
types. In the present embodiment, as organism informa- 
tion to be used for collation, fingerprint patterns of the 
ten fingers of the two hands of one person are used. 
The fingerprint patterns are registered for the different 
types of the fingers such as the "thumb of the right 
hand" and the "little finger of the left hand" in information 
storage unit 7. 

[0021] Integrated controller 13 is formed from, for 
example, a microcomputer in which a program is 
installed, and effects control of components 7, to 12 of 
information processor 2. Further, integrated controller 
13 effects control to change over a set operation mode 
of information processor 2 between two modes of an 
information registration mode and an organism collation 
mode in response to a manual operation of a dip switch 
(not shown) or the like. 

[0022] When the information registration mode is set, 
registration processor 8 is connected to information 
inputting unit 6 by changeover switch 1 1 , and informa- 
tion collator 10 is disconnected from information selec- 
tor 9 by on-off switch 1 2. 

[0023] When the organism collation mode is set, infor- 
mation collator 10 is connected to information inputting 
unit 6 by changeover switch 1 1 , and information selec- 
tor 9 and information collator 10 are connected to each 
other by on-off switch 1 2. 

[0024] Sensor unit 4 is formed from an optical sensor 



[0016] 45 

Fig. 1 is a block diagram showing a construction of 
an organism collation apparatus of a first embodi- 
ment of the present invention; 

Fig. 2 is a block diagram showing a construction of so 
information processor 2 in Fig. 1 ; 
Fig. 3 is a flow chart illustrating an information reg- 
istration method by the organism collation appara- 
tus of Fig. 1 ; 

Fig. 4 is a flow chart illustrating an organism colla- ss 
tion method by the organism collation apparatus of 
Fig. 1 ; and 

Fig. 5 is a flow chart illustrating an information reg- 
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or an ultrasonic sensor and, when the organism colla- 
tion mode is set, sensor unit 4 detects arrival of a 
human being and reports it to integrated controller 13. If 
detection of a human being is reported from sensor unit 
4 while the organism collation mode is set, then inte- 
grated controller 13 controls information storage unit 7, 
information selector 9 and information collator 10 to 
execute collation operation of organism information. 
[0025] Information selector 9 has registered therein 
type data of the ten fingers such as the "thumb of the 
right hand" and the "little finger of the left hand" which 
are types of organism information. If a human being is 
detected by sensor unit 4 while the organism collation 
mode is set, then information selector 9 utilizes, for 
example, a random number, a number of second of time 
or the like to select one type at random from the plurality 
of type data registered in advance and outputs the 
selected type to input indicator 5. 
[0026] Input indicator 5 is formed from an outputting 
device such as, for example, a CRT (Cathode-Ray 
Tube) display or an LED (Light Emitting Diode) panel 
and displays type data inputted thereto from information 
selector 9 in order. 

[0027] Information inputting unit 6 is formed from an 
inputting device such as, for example, a CCD camera or 
a tactile sensor and inputs fingerprint patterns of the fin- 
gers in order. When the organism collation mode is set, 
since a plurality of fingerprint patterns are inputted in 
order from information inputting unit 6 through change- 
over switch 1 1 , the plurality of fingerprint patterns input- 
ted in order are collated in order with the fingerprint 
patterns of the same types registered in information 
storage unit 7. 

[0028] It is to be noted that integrated controller 13 
controls, when the information registration mode is set, 
information storage unit 7, registration processor 8 and 
information selector 9 to execute registration operation 
of organism information. When the information registra- 
tion mode is set, information selector 9 selects all of the 
type data of the ten fingers in order and outputs them to 
input indicator 5. Consequently, input indicator 5 display 
outputs all of the type data of the ten fingers inputted 
from information selector 9 in order. 
[0029] Information inputting unit 6 accepts inputs of all 
of the fingerprint patterns of the ten fingers in order, 
and, when the information registration mode is set, 
since all of the fingerprint patterns of the ten fingers are 
inputted in order from information inputting unit 6 
through changeover switch 1 1 , registration processor 8 
registers all of the fingerprint patterns inputted in order 
into information storage unit 7 together with the type 
data outputted from information selector 9. 
[0030] It is to be noted that integrated controller 13 
can switchably set. as a lower order operation mode of 
the organism collation mode, a single collation mode in 
addition to the plural collation mode described above. 
While, when the plural collation mode is set, a plurality 
of fingerprint patterns are collated as described above, 



when the single collation mode is set. a single finger- 
print pattern is selected at random and used for colla- 
tion. 

[0031] In organism collation apparatus of the present 
5 embodiment having such a construction as described 
above, fingerprint patterns of the ten fingers of a partic- 
ular one person are registered, and the person can be 
confirmed by collation of fingerprint patterns. In this 
instance, since a plurality of fingerprint patterns are 
10 selected at random from among the fingerprint patterns 
of the ten fingers so as to be used for collation, the 
security is high. 

[0032] In the following, operation of the present 
embodiment is described with reference to flow charts 
15 of Figs. 3 and 4. 

[0033] First, operation of organism collation apparatus 
of the present embodiment in the information registra- 
tion mode is described with reference to the flow chart 
of Fig. 3. 

20 [0034] First, if the information registration mode is set 
by integrated controller 13, then information selector 9 
selects one type data from among the type data of the 
ten fingers at step T1 . Consequently the type data are 
converted into a guidance such as "please press the 

25 thumb of the right hand against the inspection part" and 
display outputted by input indicator 5 at step T2. 
[0035] If the human being who has confirmed the dis- 
play guidance causes the finger corresponding to the 
display to be read by information inputting unit 6 at step 

30 T3, then type data is provided to the thus inputted fin- 
gerprint pattern by registration processor 8 at step T4 
and the fingerprint pattern with the type data is stored 
into information storage unit 7 at step T5. Such process- 
ing oparations (steps T1 to T5) as described above are 

35 repeated until fingerprint patterns of all of the ten fingers 
are registered at step T6. 

[0036] All of the fingerprint patterns of the ten fingers 
of the one person are registered into organism collation 
apparatus by such processing operations as described 
40 above. Consequently, organism collation apparatus 
establishes a condition wherein it can perform collation 
of fingerprint patterns. 

[0037] Next, operation of organism collation apparatus 
of the present embodiment in the organism collation 

45 mode is described with reference to Fig. 4. 

[0038] First, if sensor unit 4 detects the arrival of a 
human being at step S1 , then information selector 9 
selects one type data from among the type data of the 
ten fingers at step S2. Then, the type data is reported to 

so information storage unit 7 at step S3. 

[0039] Further, the type data selected in such a man- 
ner as described above is converted into a guidance 
such as "please press the thumb of the right hand 
against the inspection part" and is display outputted by 

55 input indicator 5 at step S4. If the human being who has 
confirmed the display guidance causes the correspond- 
ing finger to be read by information inputting unit 6 at 
step S5, then the thus inputted fingerprint pattern and 
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the fingerprint pattern read in accordance with the type 
data from information storage unit 7 are collated with 
each other by information collator 10 at step S6. 
[0040] Then, if the thus collated two fingerprint pat- 
terns match each other at step S7, then it is determined s 
at step S8 whether the collation mode is the plural colla- 
tion mode or the single collation mode. If the plural col- 
lation mode is set, then the processing operations from 
the selection to the collation of type data (steps S2 to 
S7) described hereinabove are repeated until a number w 
of times set in advance is reached at step S9. But when 
the single collation mode is set, the processing opera- 
tions mentioned above are performed only once. 
[0041] If the finger pattern matching is detected until 
the number of times set in advance is reached in this is 
manner, then since the confirmation of the person is - 
completed at step S10, for example, an unlocking oper- 
ation of an electronic lock connected to organism colla- 
tion apparatus is executed. It is to be noted that, if 
matching of fingerprint patterns is not confirmed even 20 
once during such a collation process as described 
above, then it is determined at this point of time that the 
person is not registered, and the operation is ended at 
step S1 1 . 

[0042] Organism collation apparatus of the present 25 
embodiment can confirm a particular one person by col- 
lation of fingerprint patterns as described above. In this 
instance, since the type of a finger to be collated is des- 
ignated at random, it is difficult, for example, for an unre- 
lated person to prepare a model of a finger and input it 30 
to organism collation apparatus, and the security is 
high. 

[0043] Besides, in the plural collation mode, since a 
plurality of types of fingers are selected at random and 
used for collation, the security is very high. On the other 35 
hand, when the single collation mode is set, since colla- 
tion of a finger is completed by only one operation, the 
operation is simple and does not require much time. 
[0044] While it is described in the foregoing embodi- 
ment that fingerprint patterns of the ten fingers are uti- 40 
lized as a plurality of types of information which are 
owned by one person, a retina pattern, a voiceprint pal- 
tern or a palmprint can be used as such organism infor- 
mation. For example, where a voiceprint pattern is 
utilized, it is possible to register utterances of "0 to 9" in 45 
advance and select them at random upon collation. Fur- 
ther, it is possible to utilize a fingerprint pattern, a retina 
pattern, a voiceprint pattern and a palmprint pattern in 
an arbitrary combination. 

[0045] Further, while it is described in the foregoing so 
embodiment that a plurality of types of organism infor- 
mation of one person are registered in advance and the 
person is confirmed by collation of the organism infor- 
mation, also it is possible to register a large number of 
pieces of organism information of a plurality of persons ss 
in advance and identify an inspected person by collation 
of the organism information. 

[0046] In this instance, the large number of pieces of 
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organism information of the plurality of persons should 
be registered for different types in information storage 
unit 7, and upon collation, the organism information of 
the plurality of persons registered should be read out in 
accordance with a type and the organism information 
and inputted organism information should be collated 
with each other to identify the person. 
[0047] In this instance, if a plurality of types of organ- 
ism information are used for the collation, then upon col- 
lation, a plurality of pieces of organism information 
inputted for the plurality of selected types should individ- 
ually be collated with the plurality of pieces of organism 
information registered for the plurality of selected types 
and it should be confirmed that the pluralities of pieces 
of information which exhibit matching are derived from 
one human being. 

(Second Embodiment) 

[0048] While, in the first embodiment described 
above, a plurality of pieces of organism information are 
registered in order, the organism collation apparatus of 
the present embodiment registers a plurality of pieces of 
organism information at one time as seen from the flow 
chart of Fig. 5. 

[0049] For example, when fingerprint patterns of the 
ten fingers are inputted as organism information as 
described above, image data of the two hands are input- 
ted by information inputting unit 6 which has a large size 
and has a high resolution at step El , and one of the type 
data of the ten fingers is selected at step E2. thereafter 
a fingerprint pattern of the type data is extracted from 
the image data at step E3. 

[0050] Type data is provided in accordance with the 
fingerprint pattern extracted in this manner at step E4, 
and the fingerprint pattern and the type data are stored 
into information storage unit 7 at step E5. Then, such 
processing operations as described above (steps E2 to 
E5) are repeated until they are completed for all of the 
ten fingers at step E6. 

[0051 ] In this instance, while a CCD camera of a large 
size and a high resolution which reads image data of the 
two hands at one time, an information processing appa- 
ratus which recognizes the fingers from the image data 
of the two hands and extracts fingerprint patterns, and 
so forth are required as information inputting unit 6, 
since inputting of a plurality of pieces of organism infor- 
mation is completed by one operation, the operation for 
inputting organism information is simple and does not 
require much time. 

[0052] Further, while, in the embodiments described 
above, the various means of organism collation appara- 
tus and information processor 2 are individually formed 
as hardware units for exclusive use, H is also possible, 
for example, to form information processor 2 as a single 
computer and realize the functions of components 7 to 
13 which are such various means by installing software. 
[0053] Where the various means of information proc- 
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essor 2 are realized by software as described above, an 
information recording medium such as a RAM should 
have a program stored therein for causing the computer 
to execute a process of selecting, upon collation, at 
least one of a plurality of types of organism information 5 
registered in advance, another process of causing input 
indicator 5 to indicate inputting of organism information 
of the selected type, a further process of accepting 
organism information inputted from information input- 
ting unit 6. and a still further process of collating the w 
inputted organism information and the registered organ- 
ism information of the selected type with each other. 
[0054] While preferred embodiments of the present 
invention have been described using specific terms, 
such description is for illustrative purposes only, and it is is 
to be understood that changes and variations may be 
made without departing from the spirit or scope of the 
following claims. 

Claims 20 

1. An organism collation method, comprising the 
steps of: 

registering a plurality of pieces of organism 2s 

information, which is different among different 

human beings and unique to the individuals, for 

types determined in advance; 

selecting at least one type at random from the 

plurality of types of registered organism infor- 30 

mation; 

indicating inputting of organism information of 
the selected type to a human being to be col- 
lated; 

inputting organism information of the human 35 
being to be collated; and 
collating the inputted organism information with 
the registered organism information in accord- 
ance with the selected type. 

40 

2. An organism collation method as claimed in claim 
1, wherein the step of registering a plurality of 
pieces of organism information includes a step of 
inputting and registering the organism information 

in an order determined in advance. 45 

3. An organism collation method as claimed in claim 
1 , wherein the step of registering a plurality of 
pieces of organism information includes a step of 
inputting and registering the organism information so 
at one time. 

4. An organism collation method as claimed in claim 
1 , wherein the organism information is a fingerprint 
pattern. 55 

5. An organism collation method as claimed in claim 
1 , wherein the organism information is an iris pat- 



tern. 

6. An organism collation method as claimed in claim 
1, wherein the organism information is a palmprint 
pattern. 

7. An organism collation method as claimed in claim 
1 , wherein the organism information is a retina pat- 
tern. 

8. An organism collation method as claimed in claim 
1 , wherein the organism information is composed of 
a combination of at least two of a fingerprint pat- 
tern, an iris pattern, a palmprint pattern and a retina 
pattern. 

9. An organism collation apparatus, comprising: 

information storage means in which a plurality 
of pieces of organism information, which is dif- 
ferent among different human beings and 
unique to individuals, are registered for differ- 
ent types determined in advance; 
information selection means for selecting at 
least one type at random from among the plu- 
rality of types of registered organism informa- 
tion; 

inputting indication means for indicating input- 
ting of organism information of the selected 
type to a human being to be collated; 
information inputting means for inputting 
organism information of the human being to be 
collated; and 

information collation means for reading out the 
organism information of the selected type from 
said information storage means and collating 
the organism information of the selected type 
with the organism information inputted by said 
information inputting means. 

10. An organism collation apparatus as claimed in 
claim 9, wherein said information inputting means 
includes means for inputting the plurality of types of 
organism information in a predetermined order. 

11. An organism collation apparatus as claimed in 
claim 9, wherein said information inputting means 
includes means for inputting the plurality of types of 
organism information at one time. 

12. An organism collation apparatus as claimed in 
claim 9, wherein the organism information is a fin- 
gerprint pattern. 

13. An organism collation apparatus as claimed in 
claim 9, wherein the organism information is an iris 
pattern. 
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14. An organism collation apparatus as claimed in 
claim 9, wherein the organism information is a 
palmprint pattern. 

15. An organism collation apparatus as claimed in 5 
claim 9, wherein the organism information is a ret- 
ina pattern. 

16. An organism collation apparatus as claimed in 
claim 9, wherein the organism information is com- w 
posed of a combination of at least two of a finger- 
print pattern, an iris pattern, a palmprint pattern and 

a retina pattern. 
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registered organism information, and inputting of organ- 
ism information of the selected type is indicated to a 
person to be collated. In this condition, inputted organ- 
ism information is accepted, and the inputted organism 
information and the registered organism information of 
the selected type are collated with each other. 
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